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HNAE L EFEHR IR [ s IR I, 53 T BT o M 30 28 R B 2 B3 2 it — 2 S R A
BRSNS SO HESE | I — T ] 72 AH DG A S 46 R

D European Commission and High Representative of the European Union for Foreign Affairs and Security Policy,
“Cyber Security Strategy of the European Union: An Open, Safe and Secure Cyberspace,” Brussels, 7.2.2013, JOIN
(2013) 1 final.

@  Council of the European Union, “Council Conclusions on Cyber Diplomacy,” Brussels, 11 February 2015,
6122/15.

®  Council of the European Union, “Draft Council Conclusions on a Framework for a Joint EU Diplomatic Response

to Malicious Cyber Activities,” Brussels, 7 June 2017, 9916/17.
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@D  Council of the European Union, “Draft Implementing Guidelines for the Framework on a Joint EU Diplomatic
Response to Malicious Cyber Activities,” Brussels, 9 October 2017, 13007/17.

@  Council of the European Union, “Council Conclusions on Malicious Cyber Activities—Approval,” Brussels, 16
April 2018, 7925/18.

®  European Commission and High Representative of the Union for Foreign Affairs and Security Policy, “Increasing
Resilience and Bolstering Capabilities to Address Hybrid Threats,” Brussels, 13.6.2018, JOIN (2018) 16 final.

@ Tbid., p.8.

(® European Council, “European Council Meeting (28 June 2018) —Conclusions, ” Brussels, 28 June 2018, EU-
€O 9/18, p.6.

© European Council, “European Council Meeting ( 18 October 2018 ) — Conclusions,” Brussels, 18 October
2018, EUCO 13/18, p.2.

@ Council Decision( CFSP) 2019/797 of 17 May 2019 Concerning Restrictive Measures against Cyber — attacks
Threatening the Union or Its Member States, [2019] OJ 1129 1/13.
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@ Council Regulation (EU) 2019/796 of 17 May 2019 Concerning Restrictive Measures against Cyber—attacks
Threatening the Union or Its Member States, [ 2019] 0J 1129 1/1.

@  Council Decision (CFSP) 2020/1127 of 30 July 2020 Amending Decision ( CFSP) 2019/797 Concerning Re-
strictive Measures against Cyber—attacks Threatening the Union or Its Member States, [ 2020] OJ 1.246/12.

®  Council Implementing Regulation (EU) 2020/1125 of 30 July 2020 Implementing Regulation (EU) 2019/796
Concerning Restrictive Measures against Cyber—attacks Threatening the Union or Its Member States, [ 2020] O] 1246/4.

@  Council Decision (CFSP) 2020/1537 of 22 October 2020 Amending Decision ( CFSP) 2019/797 Concerning
Restrictive Measures against Cyber—attacks Threatening the Union or Its Member States,[ 2020] 0J L351 I/5.

®  Council Implementing Regulation ( EU) 2020/1536 of 22 October 2020 of Implementing Regulation ( EU)
2019/796 Concerning Restrictive Measures against Cyber—attacks Threatening the Union or Its Member States, [ 2020] OJ
L351 /1.

©® European Commission and High Representative of the European Union for Foreign Affairs and Security Policy,
“Cyber Security Strategy of the European Union: An Open, Safe and Secure Cyberspace,” pp.15-16.

@ Council of the European Union, “Draft Council Conclusions on a Framework for a Joint EU Diplomatic Response

to Malicious Cyber Activities,” p.5.
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D  Council Conclusions on Cyber Diplomacy, p.7.

Q@  HKAT AR MBI B G E SR EE , 2 W “Letter of 5 July 2019 from the Minister of For-
eign Affairs to the President of the House of Representatives on the International Legal Order in Cyberspace,” https://
www. government.nl/ministries/ ministry —of —foreign —affairs/ documents/ parliamentary —documents/2019/09/26/ letter—to—

the—parliament—on—the—international —legal —order—in—cyberspace, last accessed on 1 December 2020,



56 FRUNBFSY 2020 4E45 6 1

FIARATAS 145 O SE [ F i He e X fef A 2 S 0 O 29T 458 1 A1 R S R 52 i ) 245 7
Bt AHOCHITFE R, W5 36 7R 5 87 I AFTEBOR A PME R R Q@ % T8
RS TG SRR R 4Bk, 56 [ 55 M Tl 51 FE AR R W s 1 R U 5
TET )51 o) IR S A Tl 8 T L P L R 7 B ) 2 o) 8y 5 565 = 1 i DIV , A
R 8 5 4 B R B PS8R

= BRI H RN R R

DR LT SRR 20 R P < B — T G B SR A TR 5 5, A R PR, RITE
TeHR A AL B OL T, R ) 2 R HUA) ) B It D 0 24 dhl AR AL BRIV s T Je 4
VB2 CFSP REZLR 19— I EIG T H. , WA I 2l 0 2% dh) 36k Py iy 412 2 D B 4 P o 2 R Al
CORVIIBREL 2 20 ) 56 29 2%, LAk —B0r UM il Bk 2 @ WCH PRI B 2 i 26
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XF AR BN SRR B B Tt , 1 RIS B9 7 1] i) #R” (targeted sanction ) .
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(®  Consolidated Version of the Treaty on the Functioning of the European Union, [2012] C326/47, Art.215.
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®  Council Decision( CFSP) 2019/797, Art.4(1).
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@  Council Decision( CFSP) 2019/797, Arts.4(2), (3), (4).
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®  Council Decision( CFSP) 2019/797, Art.6.

©® See Council of European Union, “Sanctions Guidelines,” Brussels, 4 May 2018, Doc. 5664/18, pp.33-40.
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